Burp Suite

Esta es la aplicacion mas importante a la hora de realizar auditorias de seguridad informatica.
Burp Suite es un proxy de interceptacién, que tiene que situarse entre nuestro navegador y la
aplicacion web que nosotros estamos consumiendo para poder capturar esas predicciones que se
estan realizando y poder realizar acciones sobre ellas.

CONFIGURACION:
e Tener activo Lubuntu con el servidor de mutilliade operativo.
e EnKali:

o Abrir Burp Suite, aplicacion nativa de Kali
o Dejamos todos los valores por defecto y pulsamos siguiente.
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Getting started with Burp Suite Burp Suite - a guided videotour [

Get goingright away - with our quickstart tutorial {’ Take a run-through of all the major Burp Suite features. > i
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Start here / Watch the tour ~\ [/

Burp Suite video tutorials The Web Security Academy

See how to use Burp Suite's mainfeatures andtoos Learn howto find more vulnerabilities using Burp Suite.
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La pestafia que describe el funcionamiento de la aplicacion es la de proxy.

Lo primero que tenemos que tener, es tener funcionando nuestra aplicacion mutillidae corriendo
en nuestra maquina Lubuntu.
Y aqui observamos porque interfaz de esta escuchando la aplicacion. 127.0.0.1:8080

| bl Tools > Proxy Manage global settings &
All User Project z T .
! = (3) Proxylisteners
. @ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners as its proxy server.
~ Tools
Proxy Add Running Interface Invisible Redirect Certificate TLS Protocels Su
Intruder Edit 127.0.0.1:8080 Per-host Default
Repeater Remove
Sequencer

Burp's browser

¥ Project
Sessions
» Netwaork Eachinstallation of Burp generates its own CA certificate that Proxy listeners can use when negotiating TLS connections. You canimport or export this certificate for use in othi
etworl
Burp.
> Userinterface
Import [ export CA certificate Regenerate CA certificate
> Suite
Al
Extensions (3) Request interception rules
@ Use these settings to control which requests are stalled for viewing and editing in the Intercept tab.
0 Configuration library Intercept requests based on the following rules:
Add Enabled Operator Match type Relationship Condition
Edit File extension Does not match (gifS|*jpgSl*pngsl *cssSlAjssl oS Asv.
Or Request Contains parameters
Remove or HTTP method Does not match Iget|post)
»
up And URL Isintarget scope
Down

Automatically fix missing or superflucus new lines at end of request.
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o En Firefox, abrir mutillidae: IP/mutillidae/src

nutillida: X

Offsec  KaliLinux 4 Ka o Exploit-DB % Google Hacking DB @ Problem loading page

®% OWASP Mutillidae II: Keep Calm and Pwn On

Version: 2.12.5  Security Level: 0 (Hosed)  Hints: Enabled  Not Logged In
Home | Login/Register | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | View Log | View Captured Data
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Getting Started

Browser: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0
PHP Version: 8.3.6

o Ahora vamos a configurar firefox, para poder capturar con Burp Suite.
o Menu de Firefox ->settings, y al final de la pagina encontramos:

Network Settings

Configure how Firefox ts to the internet. Le Settings...

o Y lo configuramos de la siguiente manera:

Connection Settings

Configure Proxy Access to the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration
HTTP Proxy  127.0.0.
Also use this proxy for HTTPS

HTTPS Proxy

Automatic proxy configuration URL

No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

Do not prompt for authentication if password is saved

Cancel




e Como interceptamos la informacion en Burp Suite.
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Burp  Project Intruder Repeater View Help

Dashboard Target Prosy Intruder Repeater Collaberator Sequencer Decoder Comparer Logger Organizer Extensicns Learn
Intercept HTTP history WebSockets history Match and replace {8} Proxy settings

l & Intercept off

Time Type Direction Method URL

Y ya podriamos interceptar el contenido de cualquier aplicacién que estemos usando.

Burp Project Intruder Repeater View Help

Dashboard  Target Intruder Repeater Collaborator ‘Sequencer Decoder Comparer Logger Organizer {5} Settings o 168.56.102, o

HTTPhistory ~ WebSocketshistory  Matchand replace 6 Prowysettings. OffSec < 3 Ki @ KaliDocs ¥ Kali Forums ¥ Kali NetHunter % Exploit-DB % Google Hacking DB
> Fovard |- e v remetompiseisessioze o | © opntromer | @ @% OWASP Mutillidae II: Keep Calm and Pwn On
Tme | Type Direcion | Method |URL Satscode | Length Version: 2.12.5  Security Level: 0 (Hosed)  Hints: Enabled  Not Logged In

03065.. HTTP 3 Request POST __ Nitp//192.168.56.102/mutilidac/srclindex. php7page=register.php Home | Login/Register | Toggle Hints | Toggle Security | Enforce TLS | Reset DB | ew Captured Data

( Register for an Account )
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pretty R i _ Username asd

1 POST /mutillidae/src/index.php?page=register.php HTTP/1.1 Requestattributes. 2 v 2

2 Host: 152.168.56.102 i Password cocece Password Generator

5 User-Agent: Mozilla/5.0 (XIL: Linux x8664; rv:128.0] Gecko/2010010L —— v v 8] video '

Firefox/128.0 = ideo Tutorials sessss

4 Accept: text/htalapplication/shtalexal, spplication/xl;q-0.9,4/+;a-0.8 Confirm Password

< Accept-Language: en-US.en;a-0.5 Requestbody parameters 8 v . O

o Accept-Encoding: gzip, deflate, br ® First Name asdas

7 Referer: http:i//192.168.56,102/nutillidse/src/index php7pagesregister .php F— > -

& Content-Type: application/x-www-form-urlencoded < = - Last Name asdas

S| Content -Length: 160 2 | Announcements
10 Origin: httpi//192.168.56.102 Request headers 5oV 8 asdasdazd
11 Connection: keep-slive Signature
12 Cookie: PHPSESSID=q3tdZptaqunbBcialdlstazueo; shovhints=1 y
15 Upgrade-Insecure-Requests 4

14 Priority =
15 Getting Started

16[e=nd R Create Account
Tastnane-asdastny_signature=asdasdasdsregister-php- subnit-button=CreatesAccount
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Browser: Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101 Firefox/128.0



